Payment advice

Helpful information from the UK payments association

Money Mules

‘Money mules’, or ‘'money transfer agents’ as they are sometimes called, are
people recruited by criminals to help transfer fraudulently-obtained money

from UK banks accounts.

The funds that the criminals are
looking to transfer are usually stolen

as a result of online banking fraud
scams such as phishing, whereby a
criminal dupes someone into disclosing
their online bank login details

and passwords.

Most of the fraudsters carrying out
this type of fraud are located abroad,
so a money mule based in the UK is
required to launder the money and
send it overseas. Although some
money mules are accomplices of the
criminals and know that they are
handling stolen money, the criminals
also try to dupe innocent victims into

laundering the funds on their behalf.
They normally do this by pretending
to offer legitimate jobs via newspapers
or the internet, and often target
vulnerable groups such as migrant
workers and university students who
may be tempted by the lure of an
apparently easy way of making some
extra cash.

After being recruited by the fraudsters,
money mules receive funds into

their accounts and are then asked

to withdraw the money and send it

on to a third party, minus a certain
commission payment.

Even if the money mule has had
nothing to do with the actual theft of
funds from another person’s account,
by allowing their bank account to be

used to receive and transfer such funds,

they will have acted illegally.

Following the advice in this guide
can help you ensure that you do not
unwittingly get involved in a scam of
this nature.
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How it happens

Fraudsters contact prospective victims
with ‘job vacancy’ adverts via spam
emails, letters, newspaper job adverts,
internet chat rooms or job search web
sites. Jobs are usually advertised as a

‘financial manager’,'UK representative’,

‘shipping manager’ or ‘sales manager’
and suggest that no special knowledge
or skill is required, other

than having a UK

bank account.
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The fraudsters

convince the victim

to come and work for

their fake ‘company’.

Some fraudsters even ask
mules to sign official-looking
contracts of employment.

Mules are then asked to take these
funds out of their account and to
send them to someone else, minus a
commission payment. Typically the
mule is asked to transfer the funds
overseas using a wire transfer service.

Once
recruited,

money mules will
receive funds into
their accounts. These
funds will have been
stolen by the fraudsters
from another account that
has been compromised.

How to avoid being a victim

Everyone needs to be wary of the tell-tale signs of a money mule scam and
ensure that they take steps to protect themselves. To help minimise your chances
of being a victim follow these common sense precautions:

Be cautious about any unsolicited offers or opportunities offering you the
chance to make some easy money.

Be especially wary of offers from people or companies overseas as it will be
harder for you to find out if they really are who they say they are.

Take steps to verify any company which makes you a job offer and check their
contact details (address, phone number, email address and website) are correct
and whether they are registered in the UK.

Never give your bank details to anyone unless you know and trust them.

Other signs that could indicate you are being targeted by a money mule scam:

Money mule adverts or offers can take a variety of different forms and they
may even copy a genuine company's website and have a similar web address
to add authenticity to the scam.

These adverts will normally state that they are an overseas company seeking
‘UK representatives’ or ‘agents’ to act on their behalf for a period of time,
sometimes to avoid high charges for making payments, or local taxes.

The nature of the work that the company will claim to be involved in can vary,
but the specifics of the job being advertised invariably means using your bank
acccount to move funds.

The advert may be written in poor English with grammatical and spelling
mistakes and they may urge you not to inform the bank or the police about
the reason for making the payments.

+ The adverts may seek people with accounts at certain banks.

If you have already disclosed your bank account details or received funds into
your account — and you think it could be a money mule scam - you should
contact your bank immediately. Help and advice about preventing all types of
online banking fraud is available at www.banksafeonline.org.uk.



Becoming a money
mule — it isn’t worth 1it!

Remember that even if you have nothing to do with the actual theft of funds

from another person's online bank account, by allowing your account to be used

to receive and transfer such funds, you will be acting illegally.

In addition, supplying personal and
account information to the fraudsters

could put you at risk from identity fraud.

Although the prospect of making some
easy money may appear attractive,
any "commission” payments will be
recovered by your bank as they are

the proceeds of fraud. You will be the
easiest part of the chain to track down
and you may also become embroiled in
any resulting police investigation.

When caught, money mules suffer
severe penalties, which can include: the
recovery of funds from their accounts
to reimburse the genuine victims of
online banking fraud; having their bank
account closed down and details of the
activity shared with other banks; and a
custodial sentence.

If you see an opportunity to make
some easy money and the offer seems
too good to be true, then it probably is!
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Steps the industry is taking to

combat money mules

+ The industry works with a number of online partners,
such as the Metropolitan Police and the Anti-Phishing
Working Group to shut down mule recruitment sites as
soon as they come to its attention.

+ Close links are in place with law enforcement to catch
the criminals responsible.

+ The banks have customer-profiling fraud detection
software in place to monitor potential money
laundering behaviour among account holders.

+ There is two-way communication between the banks
and online partners so relevant intelligence can be
shared and used effectively.

Suspicious emails, fraudulent websites and email
addresses can be reported to the banking industry by
visiting www.banksafeonline.org.uk and clicking on
‘Report a scam’.



How it happens
— a real-life example

David is a student at a British university. Like many students he is often short
of cash and on the lookout for ways to earn some extra money. Also, like most
students, he spends a lot of time on the internet and has come across what
looks like the answer to his problems in an email that appeared in his inbox. The
email appears to be from an overseas company that wants to expand into the

UK and is looking for employees to work from home.

All the company needs David to do is
to provide his bank account details, so
that they can put money into it from
their customers. Then all David has to
do is take the money out and send it
overseas using a wire transfer service.
In return David gets to keep a
percentage of all the money that goes
through his account.

David thinks this sounds like a lot of
money to be paid for not much effort,
so he decides he'd better make sure
that the company is above board.
Luckily the email contains a link to

the company's website. David goes

to the site, which looks very slick and
professional, so he decides to take them
up on their offer. As requested, David
gives the company all his personal
details, including copies of his driving
licence and passport, as well as his
banking details. They even send him an

employment contract to sign. Quickly,
the money starts arriving into his
account along with instructions to take
it out of his account as fast as possible
- as cash - and to send it on to a third
party via a wire transfer agency office.

A few days later David's bank gives
him a call. It transpires that the
money coming into his account was
all stolen, and the bank wants it back.
David explains that he has sent it all
to eastern Europe, to a representative
of the company he is working for, and
offers to put the bank in touch

with them.

However, the company doesn't reply
to his emails any more, and the phone
number and website seem to have
stopped working. David realises he

has absolutely no idea how to get in
contact with who he was dealing with.

This is because the company never
really existed and was just used as a
front by the fraudsters, who recruited
David in order to turn him into a
‘money mule’. As a consequence the
bank has closed David's account and is
taking whatever money is left in it to
repay the victims whose fraudulently-
obtained money David was laundering.
Furthermore the police have informed
David that he may be charged with
being an international money launderer
and advised him that all the personal
information he gave to the fraudsters
might be sold on to identity thieves
who could use it to impersonate him to
commit other crimes in future.

This is not exactly the dream job he
had in mind.
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For more information on money mules and how to avoid becoming one,
see Bank Safe Online, the advice website set up by the UK banking
industry to provide advice on safe internet banking:
http://www.banksafeonline.org.uk/moneymule_explained.html



